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Current SMB Risk Factors

1. CEO/CFO Wire Fraud

2. DOXware

3. Ransomware



As of April 2016 the FBI 
estimates CEO/CFO e-mail 
scams have cost organizations 
more than $2.3 billion in losses 
over the past three years.





Attacks involve Small
Amounts of Data 
Currently Less Common
Leaks Sensitive Files

Doxware



Ransomware is now the #1 security concern 
for SMB’s and organizations 

2015 - $395 Million

2016 – Over $1 Billion 
90% of All Spam Includes 
Ransomware







YOUR FILES ARE LOCKED
• Penetration and Encryption (Files & Servers)

• Request for Ransom

• You have a Time Limit

• The Bitcoin Nightmare

• To Pay or Not to Pay? 

• The Hidden Cost After Recovery 



RaaS – Ransomware as service

Pay a Fee and Infect 
Deploy on Known 
Organization

Share the Profits



Small Businesses Struggle to Stay Protected

• No Formal Managed Service Provider

• Insufficient or No Backup and DR Solution

• Local Backup vs. Offsite Backup

• High Cost of Security Solutions

• High Learning Curve



How to Stay Protected

Educate Users
Back Up Data & Servers
(Onsite and Off-Site)

Spam & Content Filter

Antivirus & Malware

Current Generation Firewall

Update & Patch

Test Users & Systems

Have a DR Plan

Stay Current

Cyber Insurance
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THANK YOU!

818-542-3103

ara@inverselogic.com

Read Our Cybersecurity & Email Security Guides

at inverselogic.com


